HNHTepHET U KOMITBIOTEPHBIE TEXHOJIOTHH CTPEMHUTEIBLHO MPOHUKAIOT BO
Bce c(eprl )KU3HEIEATENbHOCTH YenoBeKka. OHAaKO TEXHOJIOIMH HOPOXKIAIOT U
HOBBIE BU/JIbI IPECTYIHOMN JESTEIBHOCTH.

Brnanenbupl  GaHKOBCKMX  KapT, 4TOObl HE  CTaTh  >KEPTBOU
KHOEPIPECTYIICHUH, HYKJIAalIOTCS B MOCTOSHHOM TOBBIIICHUH YPOBHSI CBOEH
(P poOBOM IPaMOTHOCTH.

[ToroBopriM 00 OCHOBHBIX BHAAX KHOEPHPECTYIUICHUW, CBS3aHHBIX C
XUIIEHUEM JICHEKHBIX CPECTB:

MOILIEHHUYECTBO, COBEPIIAEMOE YEPE3 COLIMAIIBHBIE CETH;

«(UIIIHTY;

«BUILIUHT.

MOIEHHUYECTBO YEPE3 COIUAJIBHBIE CETHU

MOIIEHHUYECTBO B COITMATILHBIX CETSIX — OYCHBb YacTOE SIBJICHUE, TIPHUCM,
CYIIIECTBYIOT pa3HOOOpa3HbIC €0 BU/IbI.

Kakx oOMaHBIBaIOT:

[TonyunB HECAHKIIMOHMPOBAHHBIA JOCTYII K aKKAyHTY IIOJb30BaTelIs
(MeToIOM ITOJ0Opa MapoJisi, ¢ MCIOJIb30BAaHUEM MOINACILHBIX «(PUIIMHIOBBIX
CaTOB», BPEIOHOCHOIO IIPOTPAMMHOIO OOECIICUYCHHUS), 3JI0YMBIIIICHHHUK
OCYIIIECTBISET PACChUIKY JPY3bsM COOOIICHHUM MOIICHHUYECKOrO XapakTepa.
Jlamee 3IOYMBIIIJIGHHUK JKAET OTKJIMKA OT HHMYErOo HE I10J03PEBAIOIINX
UHTEPHET-JIpy3€i, a MOJy4yuB €ro, yOeXmaeT MoJa pPa3HbIMU NpPEIIoramu
nepeaTh JICHSXKHBIE CPEJICTBA WM KOH(PHUICHIIMAIbHYI0 HH(GOPMAIIUIO.
HexoTtoprle npuMephl TaKUX COOOIICHUM TPUBEACHBI HIDKE:

«Mawenvka, a naxoxcyce ¢ Poccuu, y mensa ykpanu kKowienex u
menegon. CpouHo HYIHCHBI OeHbcU Ha Ounem oO0omou. Omnpasv MHe Ha
Kapm-cuem (n1ub60 Ha MOOUNBbHBLL HOMeEp meehona, Kouieaék 6
INeKMPOHHBIX naamexcuvlx cucmemax QIWI, WebMoney unu nomep
O0aHKo06CKOIL naamedicHoll Kapmol u m.o.) 5000 pyoneii (moweHHUK umeem
86U0Y POCCUIICKUX, M.K. He 3Haem, umo 6 benapycu ykazannas cymma cmoino
cyuwiecmeenna). Bee eepny no npuesoy.»;

«llpusem, y mebsa ecmwv oeiicmeyowiana oankoeckasa kapmouka? Morw
3a010KuUposanu, a KaKk pa3 ce200HsA MHe O00JIJCHbL Nepeduciums O0eHbllU.
Mooicno a 0am pekeuzumuvl meoeil Kapmol, HA Hee NPUOYmM O0eHbZU, NOMOM
omoauib mue. B 0onzy ne ocmamnycw!»

UTo0B! YOSIUTHCS, YTO 3TO JACHUCTBUTEIBHO Balll 3HAKOMBIN, HEOOXOUMO
€My TIO3BOHUTb WJIA BO BpEeMs IIEPENMUCKH 3aJlaTh BOMNPOC, HAa KOTOPBIU
MOIIIEHHUK TapaHTUPOBAHO HE OyAeT 3HaTh BEpHBIM OTBET. Ilocie atoro yxe
MOKHO TOYHO 3HaTh, KTO HMEHHO ITPOCHUT JICHBIH.

OUIIHNHT
«OUmuHr» — OAUH U3 METOJOB MOILICHHUYECTBA, KOTOPBIM 3aKIIIOYAECTCS
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B TOM, YTOOBI MOJJCNIaTh CTPAHUITY TIJIATSKHOW CHUCTEMBI U MOIYYUTh JaHHBIC
0aHKOBCKOM KapThl Biajenbila. OUITMHTOBBIA CAUT — 3TO CANT WJIM CTpaHUIIA
caiiTa TOYHO KONUPYIOIIMK HACTOAIMK. Yame BCEero mnOAAECIbIBAIOT
MJIATEKHbIE CUCTEMBbI U TOUTOBBIE cepBUChl (benmoura, EBponoura, CJ/IOK).
[TonnmenbHble CTpaHUIBI YacTO IPUCHUIAIOT B MECCEHIDKEpax MpoAaBliaM
TOBApPOB C CAaWTOB OOBSBICHUN SKOOBI JJIsl TOMYyYCHHsI MIPEOTUIATHI 3a TOBAP M
oopmiieHHs TOCTaBKU. B maHHOM ciydae (GMIIMHTOBBIE CTPAHMIIBI COJEpIKAT
CBEJICHUS O MPOJaBaeMOM TOBape U aOCOIIOTHO MOBTOPSIIOT (PUPMEHHBIA CTHIIH
U CEPBUCHI (TaKW€ KaK OHJAWH-KOHCYJIbTAHT) TOrO CaiiTa, KOTOPBIA KOMUPYIOT.
HaznaueHunem sBIgeTCA MOJydYeHUE OT MPOJAABIA IMYTEM BBEICHUSA B STUCHKHU
BCEX JIAaHHBIX OAHKOBCKOM KapThl, BKJIIOUAs TTOJHBIM HOMEP U TPEX3HAYHbBINA KO/
C 0OpaTHOW CTOPOHBI KapThl. JTH KOH(HUIACHIIMATILHBIC IaHHBIC, KOTOPHIC
3aI10Jy4aeT CO3/1aTeNib CTPAHUIIBI, 1aI0OT BO3MOKHOCTh MIEPEBECTU BCE JECHBIH C
KapThl Bi1ajiesbia. OTandueM (PUITMHTOBOIO caifTa SBJISIETCS TO, YTO CChUIKA Ha
HErO HAIpPaBJISICTCS JIMYHO B MECCEHKEPE, a MHTEPHET-aJpeC B HA3BaHUU
MOXO0XK Ha HACTOSIIMN, HO UMEET HE3aMETHOE OTJIMYME B OJHOM OyKBE WM
mudpe. [lpumepsr ¢ummaroBeix  crpanmi:  belpochta.by, bellpost.by,
belpocht.by, belpost.be, europocha.be, kufar.cc, bel-bank.online.by u
O/I00HBIE.

BUILIUHI

«BUIMmUHT — OAWH U3 METOJ0B MOIICHHHYECTBA, KOTOPBIA 3aKIIFOYACTCSI
B TOM, YTO 3JIOYMBIIIJICHHUKH, IIOJIMEHSISI peallbHbIN HOMEp TellehoHa Ha HOMEP
teneona OaHka, W BbAaBas ce0s 3a COTpyAHHMKAa OaHKa WIH
IIPaBOOXPaHUTEIBHBIX OPraHOB ITOJ MPEIJIOrOM OTMEHBI OIepanuu (OTMEHBI
OHJIAMH-KPE/INTa, BO3BpaTa CIy4alHO CIHCAHHON CyMMBI WM pa300IadycHHs
HEJOOPOCOBECTHOTO  COTPYOHHMKA OaHKa) BBIMAHUBAIOT Y JIeprKaTeleu
IJIATS)KHBIX KapT KOH(OHUICHINAIbHYI0 HHOOPMAIIUIO — HOMEP, CPOK JICHCTBHUS,
TPEX3HAYHBIM KOJ Ha 000pOTE — WJIM MOOYXKJIAIOT K YCTAHOBKE IMPOrPAMMHOIO
obecnieueHus (ygaJe€HHOIO JOCTyma) JIJisg JEHCTBUHM C HWHTEPHET- WU M-
OaHKUHTOM.

K npumepy: cayuaii npouszowen 6 Hoeononouke. Mecmnas
HcumebHUYa 6 xo0e menephonnoil Gecedvl ¢ AKOObL COMPYOHUKOM OAHKA
nepeoana emy CeKpemHble C6e0eHUs O pPeKeU3Umax Kapmol, C60emM
UOCHMUPUKAUUOHHOM HOMEpPe NACHOPMA U KOObl U3 CMC-COOOWeHUIl Oom
oanka ona noomeepircoenuna onepauui. B umoze scenwyuna nuwunace
0onee 30 moicau oonnapoe.

Hnu ewge ooun: nocine menegonnozo oouieHusn ¢ AKOObL COMPYOHUKOM
oanka ocenuwyuna nomepsana o0oaee 20 moicay 0oanapos. Myscuuna,
ucnonv3ys meccenoxncep Viber, 6 xode paszcoeopa npedcmasuscs
COMPYOHUKOM OaHKA U YKa3aji, 4mo npamo ceiuac ¢ ee Kapm-cuema
OCYUIeCme1emcs NONbIMKA CRUCAHUSA OCHEHCHBIX CPeOCmE U 011 OMMEHbl

Tenerpam-kanan «{udposas rpamoraocTs» @cifgram



3

HEeCAHKUUOHUPOBAHHOU Onepayuu HeodxXo0umo yCmaHosums Ha MoOUIbHOE
ycmpoiucmeo — uiau  KOMRblomep  OONOJIHUMENbHOEe  NPOPAMMHOE
obecneuenue, a makyce nepeoams KoObl U3 CMC-COOOUWCHUIl Om OaHKa.
Ycemanoenennaa orcenwgunoit  npocpamma  npeoocmaeuna  MOULEHHUKY
YOaIeHHbLIL 00CHYR K KOMRbIOmepy, 20€ ¢ NOMOULbIO KOO0 U3 CMC OH 80uUleN
6 UHmMepHem-0aHKUHZ U nepeeesl 6ce 0eHbZU HA CEOIL CUent.

Taxxe, MOIIICHHUKH MOTYT IIEPEUHMCIUTh HEOONBIIYI0 CYMMY JICHEr Ha
Ballly KapTy M MO3)KE€ MOMNPOCUTh BEPHYTh JCHBI'M HA YKAa3aHHBIC PEKBU3HUTHI.
Ilempro Takoro oOMaHa SBIIICTCS IOMOJIHCHHEC HMEHHO BaMH KaKOT'0-TO
ONPEJICICHHOTO CcuYeTa, Hampumep, Kak MOATBEPIKJICHHE TOTOBHOCTH OILIATHI
BaMH 3a JIOPOTOCTOSIIME BEIIH, B3SIThIC MOIIECHHMKOM B KpeauT. B Takom
ciydae HeEoOXoauMo o0OpaTUThCsl B OaHK C 3asgBICHHEM O HE3aKOHHO
3a4HCJIICHHON CyMME.

Elte ogHuM 13 IIPEaoroB JJjis COBEPIICHHMS MPECTYIUICHUS MOXET ObITh
COOOIIEHHE O TOM, YTO HeJOOPOCOBECTHBIM COTPYIHUK OaHKa pa3Iiiacujl Ballu
JUYHBIC JaHHBIC, BCJEJACTBHE 4YEro HECKOJbKO OaHKOB OJHOBPEMEHHO
ohOpMHIIN 3asBKU Ha OTKPBITHE KPEAUTHOM JIMHUU. {11 aHHYIMPOBAaHMS dTHUX
KPEIUTOB HEOOXOJMMO OOpaTUThCI B OAaHKM C 3asBJICHHEM Ha KpEauT, a
MOJy4YEHHBIC JCHBIM HYXXHO OyJIeT IepeBeCTH Ha YKa3aHHBIM CIelHaIbHO
CO3JIaHHBIN CYET (3JI0YMBIIIJICHHUKY) JJIS 3aKPBITUS CIIy4aiHO O0()OPMIIEHHOTO
KpeJIuTa, 4YTOObI HE MOPTUTH KPEIUTHYIO UCTOPHUIO.

Taxkoe npecmynnenue cayuunoco 6 Hauane 2021 2o00a. Monooasn
oeeywika u3 Bumeocka, mama o0eoux oOemeil, nocne paszzoeopa ¢
compyoHuueil 6anka oghopmuna Ha cedsa Kpeoumsl HA ROMpPedUmMeIbCKUe
HYXHCObl 8 mpex dankax 2opooa noumu na 16 meicau pybaeii, a noyuenHvle
cpeocmea nepeeena MOULeHHUKAM.

OBIIUE PEKOMEHJALINUUA 110 3AINUTE IEPCOHAJIBHBIX
JAHHBIX OT KUBEPIIPECTYIIHUKOB

Hukxomy HM MOJ KakuM MpeJUioroM HE MepeliaBaTh HOMEp OaHKOBCKOM
IJIaTEKHOU KapThl, CPOK JEHCTBUSI, TPEX3HAYHBIM CEKPETHBIA KOJI HAa 000pOTe,
JIOTHHBI U TIAPOJIM JIOCTYIA K OAHKUHTY, KOJABI JUIsl TIOJITBEPAKICHUS Oneparuit
U3 CMC-COOOIIEHU OT OaHKa.

Hcrmons3oBath yeruyry «3D Secure» v IMMUTBI Ha MaKCHMAaJIbHBIE CYMMBI
OHJIalH-onepalui (Hy>KHO MOAKIIOYUThH B HACTPOMKaxX OaHKWHTA WU B OaHKE).

JInst  OHJaH-MIOKYNMOK O(OPMUTH OTACIbHYIO KapTy (B TOM YHCIIE
BUPTYAJIbHYIO) U HE JIepKaTh Ha HEMl OOJBIINE CYMMBI.

beiTe ocMOTpUTENBHBIMM, CcOBeplias NOKyNnku B HHTepHere —
UCIIOJIB30BaTh TOJBKO MPOBEPEHHBIC W OQUIIMAIBHBIE CAWTHI, BHUMATEIHHO
MIPOBEPSITH AJIPEC CAUTA.

bonsme undopmaruu B Tenerpam-kanane «[{udpoBas rpamoTHOCTHY

(@cifrgam).
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